Lumen First Time PC Setup with Windows AutoPilot

This guide will walk you through the steps to set up your new Lumen PC using Windows AutoPilot. This process only applies to Lumen computers being deployed using Microsoft AutPilot.
To begin setup, you will need:
· A stable internet connection
· Your Lumen email address, password and Microsoft Authenticator.

Setup initial Password and Multifactor Token
New Hires only - If you are replacing an existing PC, skip to the next steps.
Before you begin, you must set up your initial Lumen account password and Multifactor (MFA) Token. Please contact your Lumen Manager for initial account information. 
1. You must reset your initial Luman password here: https://ctlchangead.centurylink.com/
2. You must setup Microsoft Authenticator here: https://aka.ms/setupsecurityinfo
AutoPilot First Time Setup
To start the setup process, follow these steps and follow the onscreen instruction:
1. Plug in your PC using the provided power supply.

2. Turn on your device and select your region, language, and keyboard layout.

3. Connect to a wireless network or plug in an Ethernet cable.

4. You will see a “Welcome to Lumen!” screen.
a. IMPORTANT If you do not see the Lumen Logo / Lumen Welcome screen please contact IT support before moving forward.  

5. Enter your Lumen email address. (example…John.smith@lumen.com)

6. Enter your Lumen Password

7. Confirm/Enter your Multi-factor Token as prompted.

8. The PC will now begin the automated enrollment and configuration process.
Important:
During the automated setup the PC may reboot several times. Please leave it plugged in and do not turn it off.
You will see a status screen titled “Setting up your device for Work.”
This process can take between 2-5 hours depending on your internet connection speed.
When you see the Windows Logon screen, you have successfully completed the setup process.
You can now use your Lumen PC to access your work resources and applications. If you need any assistance or have any questions, please contact the Lumen IT Support team at 1-877-828-4357 or by opening a ticket on https://mysupportdesk.service-now.com/esc. 
Lumen – Logon to VPN before Windows

After your initial PC setup, you will need to sign into the VPN before logging into windows. 
Follow the steps below:
Global Protect — Log on Before Logging on to Windows

1. Verify that you have an internet connection.

2. Press Ctrl+Alt+Delete. A security warning window appears.

3. Click OK. The Log on to CTL window appears. 

4. Click the dual computer icon located in the lower right corner. The Global Protect window appears. 

NOTE: If you are prompted for the Portal, then enter roc.centurylink.com

5. Enter your company e-mail address in the Email address box.

6. Enter your CTL Lumen domain password in the Password box.

7. Click Sign-in. You are prompted to approve the sign-in on your mobile device.

8. Tap Approve. The Connected window appears on your PC.

9. Click Back. The Windows Log on window appears.

10. Log on to Windows using your CUID and CTL domain password.



