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[bookmark: _Hlk72493133]Mobilepass+ 2.0 for Lumen Windows 10 PC
How to Set Up MobilePass+ 2.0 Authenticator 
** The preferred method for Lumen Multifactor authentication is Microsoft Authenticator
What You Need
· Your CTL Owned and Imaged Windows 10 PC. MobilePass+ cannot be installed on Windows 7 machines. 
· Your email from SafeNet Trusted Access Mailer <MFA@mfa.centurylink.com> with the subject CenturyLink Authentication Service Self-enrollment 
First, Download MobilePass+
1. From your CTL Windows 10 PC, open the email from SafeNet Trusted Access Mailer <MFA@mfa.centurylink.com> with the subject CenturyLink Authentication Service Self-enrollment.  Click on the URL.
SAMPLE EMAIL
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2. You’ll see this screen. If you haven’t already downloaded MobilePass+ click on the Blue icon. If you have already downloaded MobilePass+ proceed to the next section – Enroll Your MobilePass+ Token. 
https://mfa.centurylink.com/Documents/GemaltoApp/MobilePASS%20Setup_1.9.1.0.msi
a. To begin installation click on Blue Shield
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b. Click on the download (bottom of browser) [image: ]

c. Click Next on Welcome Screen
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d. Accept Terms and NEXT
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e. Select Standard Config
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f. Finish
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Next, Enroll Your MobilePass+ token ** You MUST close the Mobile APP on your desktop before enrolling !!
3. With the APP Closed on your Desktop, Go back to the Enrollment page and click on the “Enroll your MobilePASS+ token”
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4. When MobilePASS+ opens, select Start, Continue, Continue, Activating.
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a. Create a 4 digit pin code of your choosing. It cannot contain any patterns.  Then click Save PIN code.  Remember your pin code. You will use it every time you log in.
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Your MobilePASS+ will now be ready for use. When using the token, be sure to use your saved PIN each time. 
Sample of use:
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Welcome to the MobilePASS+ Setup Wizard

‘The Wizard will install MobilePASS+ on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and intemational treaties.
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License Agreement °

Please read the following license agreement carefully.

I
'SOFTWARE LICEN'SE AGREEMENT ~

IMPORTANT - READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, INSTALLING OR
USING THIS SOFTWARE. BY DOWNLOADING OR INSTALLING THIS SOFTWARE, YOU
|ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT, THAT YOU
[UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT
|AGREE TO THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT, YOU MAY NOT
INSTALL OR USE THIS SOFTWARE.

1. Grant of License for Personal Use.

(© 3ccept the ferms i the license sgreement print
90 not accept the terms n the I cense agréement
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Standard Configuration

‘Recommended for most users. Full program features will be installed.

Configured with JAWS support

a Select thissetup i you use JAWS for accessibilty (1AW cznse required).

<Back Cancel
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® MobilePASS+ - Setup Wizard

Installing MobilePASS+ °

a The program features you selected are being installed.

Cancel
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MobilePASS+ Wizard

The Instalishield Wizard has successfully installed MobilePAss+. Click Finish
to exit the wizard.
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Enrolling your token on this device:
Ifthe MobilePASS+ application is not yet installed on your device:

Download and install it I

Once the application has been installed, click the link below to enroll the token on your device

Enroll your MobilePASS + token

In the event you are experiencing difficuties with enrolling the token, you may copy the following

RWSyb2xsbWVUdFVSTD 10dHRwCZzovL 2Nsb3VKLnVzLnNhZmVUZXRpZC5jb20ve2VsZmVucm

To enroll your token on another device

Please select a supported device below, and follow the instructions.
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Get Started

Using the SafeNet MobilePASS+
authenticator prevents anyone but you from
accessing your account, even if they hack
your password.

Lets your MobilePASS+ authenticator.
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Use this code to log in.
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This code changes
to keep your account safe.

One-Time Passcode

MobilePASS+ generates a unique passcode
‘whenever you need to log in. This passcode
is available online or offline.
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Push Authentication

If your network allows you to receive push
notifications, you can approve the login
request instead of entering a passcode.

Continue





image13.png
MobilePASS+

Create a PIN code

Your administrator requires you to protect
your authenticator.

Enter a PIN code

Confirm your PIN code

The PIN should contain 4 numeric
characters.

Save PIN Code
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PIN Code

Please enter PIN code to unlock authenticator
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Your Lumen Technologies SafeNet MobilePASS+ token has been created.

To enroll (setup) the token on your device, go to the following URL: :
https://cloud.us.safenetid.com/selfEnroliment/index.aspx?code=5CF3iDIZK3Z0pdb65wKKc5gMN

If you are installing MobilePASS+ on a mobile device and you do not have access to Lumen email on your mobile device you can
forward this message to a personal email.

For setup and use instructions go to this website MFA FAQ

A direct link to a video demonstrating how to setup your new MobilePASS+ token on a mobile phone can be found here: MFA
Video

A direct link to a video demonstrating how to setup your new MobilePASS+ token on a Windows 10 PC can be found here: W10
Video

After completing this process you will have a token that can be used to securely connect to the GlobalProtect VPN,
MyWorkSpace, VDI, VMware Horizon and other applications.

If you have problems with the setup you can open a ticket from this link, or scroll to the bottom and click on the Live Chat button:
MySupportDesk
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Enrolling your token on this devic

Ifthe MobilePASS+ application is not yet installed on your fffice:

Download and install it I
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